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What is a hero?What is a hero?

But saving lives is not just for ambulance drivers and firemen

Engineers can be heroes too!

Imagine if  YOU could create something to save hundreds of 
thousands of lives!
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thousands of lives!



Some facts…Some facts…

Did you know that in the U.S. alone [1]:
 Every year, 800,000 people have a stroke 
 One person every 4 minutes dies of a stroke

O   k  h  h  ’  lif  i  lik l  h d  Once a stroke happens, the person’s life is likely changed 
forever

 Stokes are the #1 cause of disability Stokes are the #1 cause of disability

Some good news:  Some good news:  
80 percent of stokes are preventable through the use of 
technology!
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Motivation - technology with a purposeMotivation technology with a purpose

Wireless Body Area Network (WBAN) body sensors is an 
emerging technology area of research emerging technology area of research 

…that can detect life threatening situations before the they …that can detect life threatening situations before the they 
happen
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What are WBAN body sensors?What are WBAN body sensors?
Wireless Body Area Network (WBAN) body sensors are small devices that 
monitor and control a person’s physical health

Wireless Body Area Network (WBAN) body sensors include:
Microcontroller and memory circuitry
S  f  Sensors for monitoring
Actuators for controlling
An energy source, like a lithium battery
A wireless WBAN transceiver

CC2420 wireless module [10]

A wireless WBAN transceiver
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WBAN node architecture [4]



What are WBAN body sensors?What are WBAN body sensors?

Wireless Body Area Network (WBAN) sensors can monitor a 
wide variety of vital signs and communicate potential wide variety of vital signs and communicate potential 
emergencies

Sensors
• EKG / ECG (heartbeat)
• Blood pressure
• Blood sugar level
• Blood oxygenBlood oxygen

Heath care assessment 
and doctors

Communications

Emergency response
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What is WBAN wireless technology?What is WBAN wireless technology?
The WBAN standard was first introduced in draft
form in 2010 as IEEE standard 802.15.6 [5]

IEEE 802.15.6 was not ratified until in 2012 [3]

Th  h t  f 802 15 6 i  t t d t  b  “Sh tThe charter of 802.15.6 is stated to be: “Short-
range, wireless communications in the vicinity 
of, or inside a human body” [3].

It was further standardized in the IEEE standard 
802.15.4j (amendment 4) in 2013 [6]
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What are the problems?What are the problems?
Communicating inside a moving body at low power presents a significant 
number of problems

First, the devices are often implantable, making the combination of energy 
consumption AND reliable communications a challenge
 Thus our focus on: Optimization of transmitter power to conserve  Thus our focus on: Optimization of transmitter power to conserve 

battery energy

Second, IEEE 802.15.6 is in the same ISM (Instrument, Science and Medical) ( )
band as 802.11, yet IEEE 802.15 medical devices transmit at much lower power
 Thus our focus on: Performance Improvements for WBANs under 

interference

Last, imagine if an adversary was able to intercept someone’s WBAN data, or 
worst yet, take over their WBAN device.
 Th   f   WBAN it
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 Thus our focus on: WBAN security
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Why is optimization of transmitter power so 
important?important?

FACT:   The wireless transceiver uses significantly more power than the 
processing system [4]

Wireless transceiver power consumption (orange)

WBAN sensor average power consumption [4]
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WBAN sensor average power consumption [4]

Microprocessor power consumption (blue) [4]



WBAN power usage optimization discussionWBAN power usage optimization discussion

The optimization of WBAN transmitter power usage is 
a very active area of research many schemes have a very active area of research - many schemes have 
been proposed including:

1 Adaptive Transmit Power Control (ATPC)1. Adaptive Transmit Power Control (ATPC)
2. Intelligent ATPC algorithms
3. Transmission Time Adaptionp
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Adaptive Transmit Power Control (ATPC) 
implementationimplementation

Many ATPC schemes have been devised to improve power usage [7]

Th  h  li i    Th  h  l  RSSI The schemes commonalities are:  The schemes correlate RSSI 
(Receive Signal Strength Indication) with other data inputs

 Often times the schemes are based on what is best for the receiver 
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Typical RSSI based ATPC implementation [7] [4]



Intelligent ATPC algorithmsIntelligent ATPC algorithms
Unique ATPC algorithms have been 
devised, that, for example:

Characterize the RF channel based 
on elaborate measurements, such as, 
fade margin rather than just RSSIfade margin rather than just RSSI

The schemes have impressively even 
applied machine learning /Markov applied machine learning /Markov 
processes to adapt to channel 
impairments proactively
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Adaptive fade margin estimator [8] 



Transmission time adaptionTransmission time adaption
One promising piece of research has focused on small scale fading to 

transmit between steps based on the use of an accelerometer

FACT: Quick running motion = 45 dB of path loss with a Tc (channel 
coherence time) = 23-66 ms for running and 36-73 ms for walking [14]

RSSI “path loss” versus body movement as measured by an accelerometer [16] 

17

The above solution provides a 10% improvement in transceiver power consumption



Transmission time adaptionTransmission time adaption
Other interesting research has focused on monitoring the battery level 
to decide when to transmit, while using chemical processes / heat 
exchange / etc. and the like to charge the battery source during 
non-transmit times
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Adaptive time splitting between energy harvesting and data transmission [17]



Proposed improvementsProposed improvements
It is our belief that the focus on transmit power per bit is misplaced
 We could not locate any research that directly correlated the 

l f i   ( i  RSSI   b  h  i )  b i  h  control of transmit power (via RSSI as seen by the receiver) as being the 
most efficient method to conserver battery energy

 We proposed an improved method:  optimization of battery energy 
per bitper bit

Consider the following scenarios: 

Scenario 1: Scenario 2:

?
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Which is better?



Proposed improvementsProposed improvements

Now let’s consider the battery energy per bit…

Which is better?

Scenario 1 (revisited): Scenario 2 (revisited):

!

20



AgendaAgenda
Introduction:
 What are WBAN body sensors? What are WBAN body sensors?
 What is WBAN wireless technology?
 What are the problems?

Core areas of our research:
 Optimization of transmitter power to conserve battery  Optimization of transmitter power to conserve battery 

energy
 Performance improvement for WBANs under interference
 WBAN security

ConclusionConclusion

21



WBAN under interference with Wi-FiWBAN under interference with Wi Fi

Hospital

WBAN

22 http://www.wi-fi.org/
http://www.dostifun.com/allow-only-selected-device-to-connect-to-wifi-network/



WBAN under interference with Wi-FiWBAN under interference with Wi Fi
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WBAN under interference with Wi-FiWBAN under interference with Wi Fi

To find:
• B t k t i

Unslotted 
CSMA‐CA

NB = 0 • Best packet size
• Backoff time
• CCA (Clear Channel Assessment)

NB   0
BE = macMinBE

Delay for random(2^(BE)‐1) 
unit backoff periods

Perform CCA

Packet size Backoff time CCA

Test 1 512 bits 320 us 128 us

Test 2 512 bits 160 us 64 us

Test 3 128 bits 320 us 128 us

Is  the Channel idle? NB = NB+1
BE = min(BE+1, MaxBE)

No

Yes

No Test 4 128 bits 160 us 64 us

WBAN parameter setupTransmit 
application data

NB > Max Backoff?

Failure

No

Yes
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Success



WBAN under interference with Wi-FiWBAN under interference with Wi Fi

The average number of successful transmitted packet per node [24]
The average capacity in receiving packets in the WBAN’s node [24]

Packet size Backoff time CCA

Test 1 512 bits 320 us 128 us

Test 2 512 bits 160 us 64 usTest 2 512 bits 160 us 64 us

Test 3 128 bits 320 us 128 us

Test 4 128 bits 160 us 64 us
WBAN parameter setup

25

Packet’s delay [24]



WBAN under interference with EMIWBAN under interference

Hospital

with EMI

WBAN

Electromagnetic interference (EMI)

26 http://www.murata.com/en-us/products/emc/emifil/knowhow/basic/chapter02-p1



WBAN under interference with EMIWBAN under interference with EMI

Network coding in wireless environment [29]
1 For ever doFor ever do 
2   Coordinator determines the number of relays based on the PER, 

3   Determines the set of relay based on the RSSI of each node and 
Transmit information to the beacon payload 

4   foreach node in the network do 
5     Receives the beacon information 

1st chance: Direct sending
6     Waits its reserved slot and transmits its message

7   End 
8   foreach relay node in the network do 
9     Overhears the messages from neighbors, encodes them, 

10     Waits its reserved slot and transmits its message 

11

CoordinatorNode A Node B Node C

Tx Rx
11   end 
12   Coordinator receives messages from nodes and relay nodes, 

13   Solves the linear system, 

14   Estimates the network PER and the values of node's RSSI 

15 end 

Transmission algorithm

2st chance: Network coding

27

 Transmission algorithm



WBAN under interference with EMIWBAN under interference with EMI

(A) EMI 
generator

AM/FM noise, 2.425 GHz 
(Channel 15 of 802.15.4)

(B) WBAN on a 
table

10 WBAN nodes, 
ATmega256RFR2

(C) Chamber Testing area Monitored area setup [29]

Testing setup [29]
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WBAN under interference with EMIWBAN under interference with EMI

1th chance: 60%

2th chance: recover ¾ of the undelivered message

60% Success rate

Success rate and number of relays [29] => 80%~90% Success rate
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WBAN and SecurityWBAN and Security

31 http://money.cnn.com/2017/05/16/technology/hospitals-vulnerable-wannacry-ransomware/
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WBAN and SecurityWBAN and Security
Hospital

WBAN

WBAN

D‐Dos attack
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WBAN and SecurityWBAN and Security

Signal from WED Pre‐equalizer
Adversary (AD)

Noise (from AD)

WED (Sleep)Pilot Signal 
(from IMD)

Secure Region

System setup [34]
Wearable External Device (WED)

Implanted Medical Device (IMD)
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WBAN and SecurityWBAN and Security

(AD from IMD)
BER chart NFs [34]
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WBAN and SecurityWBAN and Security

AD(Adversary) to IMD (Implantable Medical Device) [34]

r 
Ra
te

AD(Adversary) to IMD (Implantable Medical Device) [34]

Bi
t 
Er
ro
r

B

0.3

So, in this proposed method recommend PWED/Ptr = 0.3
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ConclusionConclusion
The IEEE WBAN standards were just approved 4-5 years ago, so this is still a 

new area

We are encouraged by the research in the areas of:
1) Energy management,  
2) Interference avoidance  and 2) Interference avoidance, and 
3) Security

But additional research is needed to allow mainstream success

All the research points to the inevitable success of WBAN technology to 
detecting life threatening emergencies in advance

Most importantly - just think of the impact that such technology could 
make based on U.S. statistics alone

800,000 strokes per year x 80% preventable = 640,000 people’s lives changed
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800,000 strokes per year x 80% preventable  640,000 people s lives changed

[1][2]
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